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Commencement 
This policy commences on 25 May 2018, irrespective of whether it is approved prior to that date. 
[bookmark: _Toc142924919]Scope 
This policy applies to:
1. all personal data processing activities carried out by the National Library of Scotland or on behalf of the Library, as well as to the planning or consideration of future processing activities;
2. the exercise of the Library’s legal obligations in respect of personal data, including the exercise of data subject rights;
3. all Library employees (temporary and permanent), volunteers, board members, and the Chair of the Board, as well as contractors, data processors, and suppliers in the course of their service for the Library; and
4. personal data processed or intended to be processed:
a. wholly or partly by automated means, 
b. as part of a relevant filing system, or
c. by means of manual unstructured processing of personal data.
[bookmark: _Toc22217867][bookmark: _Toc1538843715][bookmark: _Toc110486756][bookmark: _Toc142924920]Definitions
· Controller means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data (UK GDPR Art.4(7)).
· Data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed (UK GDPR Art. 4(12)). 
· The Data Protection Act 2018 (the Act) means the Act that functions alongside and in addition to the UK GDPR in the UK, repealing the Data Protection Act 1998.
· Data Protection legislation means the UK GDPR and the Act together, as well as any additional legislation that may be applicable to the processing or protection of personal data.
· Data protection review means a review or appraisal of a new or revised activity, policy, system, or similar that may involve the processing of personal data.
· Data subject means an identified or identifiable natural person (ie an individual); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person (UK GDPR Art. 4(1)). 
· Direct marketing means the communication (by whatever means) of advertising or marketing material which is directed to particular individuals (Act s.122(5)). 
· Information Commissioner’s Office (ICO) means the UK data protection authority.
· Personal data means any information relating to an identified or identifiable natural person (‘data subject’) (UK GDPR Art. 4(1)). 
· Personal Data Register (the Register) means a register of information about various personal data processing activities, arrangements, and requirements. 
· Processing means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction (UK GDPR Art. 4(2)). 
· Processor means a natural or legal person, public authority, agency or other body which processes personal data on behalf of a controller (UK GDPR Art. 4(8)). 
· Senior Responsible Officer has the meaning given the Records Management Policy. 
· Special Categories Data Processing Document means a document to be completed in certain cases where special categories of personal data or personal data relating to criminal convictions and offences are to be processed, in accordance with Schedule 1 paragraph 39 of the Act.
· Special categories of personal data means personal data that reveals racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, as well as genetic data, biometric data (when processed for the purpose of uniquely identifying an individual person), data concerning health or data concerning an individual person's sex life or sexual orientation (UK GDPR Art. 9(1)).
· Third country means a country outside the UK that has not  been determined to provide an adequate level of personal data protection by the UK. 
· UK General Data Protection Regulation (UK GDPR) means the retained EU law version of Regulation (EU) 2016/679 of The European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (the Data Protection Directive 1995) as it forms part of the law of England and Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018 and as amended by the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019. 
· Unstructured Personal data means personal data held by a public authority (such as the Library) that is not processed automatically or by means of a relevant filing system. 
[bookmark: _Toc110486757][bookmark: _Toc142924921][bookmark: _Toc252408884][bookmark: _Toc272339631]Policy statement 
The Library, its employees and agents shall not process personal data except in accordance with the principles relating to processing of personal data in Article 5 of the UK General Data Protection Regulation (UK GDPR) or as otherwise permitted in the Data Protection Legislation. 
The processing of personal data by the Library and its agents, including as a data controller, joint data controller, or data processor, must be in compliance with the Data Protection Legislation, this policy, and the Library’s other policies as may be in place and of relevance from time to time.
[bookmark: _Toc142924922][bookmark: _Toc110486758][bookmark: _Toc1296795139][bookmark: _Toc1416093104]Tasks carried out in the public interest
For the purposes of s.7(2) of the Data Protection Act (the Act), the Library is only a ‘public authority’ or ‘public body’ when performing a task carried out in the public interest or exercising official authority vested in it. 
[bookmark: _Toc142924923]Data Protection Officer 
[bookmark: _Toc142924924]Appointment
The Library will appoint a Data Protection Officer in accordance with the requirements of the Data Protection Legislation. The individual fulfilling this role may undertake other tasks and duties. The Data Protection Officer role may not be undertaken by any individual with tasks or duties that would result in a conflict of interests. In determining if particular tasks or duties may present a conflict of interest, particular reference should be made to Chapter IV Section 4 of the UK GDPR and to relevant guidelines and publications of the ICO.
[bookmark: _Toc142924925]Role
The role, position, and functions of the Data Protection Officer will be set out in a relevant job description and will accord with the requirements and guidelines of the Data Protection Legislation and the supervisory authorities.
The Data Protection Officer’s line manager is responsible for keeping the Data Protection Officer job description up to date in accordance with legislative and policy changes.
[bookmark: _Toc142924926]Documentation of processing activities
[bookmark: _Toc142924927]Recording activities in the Register
The Library will maintain and keep up to date a record of personal data processing activities by means of the Personal Data Register (the Register). 
The Register will be used to record and keep up to date the information required by Article 30(1) of the UK GDPR and by Schedule 1 paragraph 41 of the Act.
[bookmark: _Toc142924928]Maintenance and reporting of the Register
All employees are responsible for adding information to the Register and keeping information up to date in respect of any relevant work for which they are responsible, such as the management of a contract with a data processor.
The Data Protection Officer is responsible for maintaining the Register with the support of Senior Responsible Officers and other employees involved in personal data processing activities.
At least once every three months the Library Leadership Team will review the Register with input as required from the Data Protection Officer.
[bookmark: _Toc142924929]Data protection by design and by default
[bookmark: _Toc142924930]Data protection principles 
In respect of its processing activities, the Library will implement suitable technical and organisational measures to ensure the principles relating to processing of personal data are upheld and, where relevant, that exceptions to the principles are applied appropriately.
In particular, data protection reviews are to be conducted in relation to processing activities, as set out in section 8.2 and Special Categories Data Processing Documents are to be in place as required under section 11.2. 
The principles relating to processing of personal data are outlined in Appendix I: Data protection principles. 
[bookmark: _Toc142924931]Data protection reviews
The following, as a minimum, must be subject to a data protection review:
New policies
Revisions to existing policies
New collaborations likely to involve the processing or sharing of personal data
Existing collaborations likely to involve the processing or sharing of personal data when subject to revision, change, expansion, or extension
New procedures, workflows or similar that relate to activities likely to involve the processing of personal data
Revisions to existing procedures, workflows or similar that relate to activities likely to involve the processing of personal data
The procurement, purchase, or implementation of a new software, hardware, or system that is likely to involve the processing of personal data
Revisions or changes to existing software, hardware, or systems that are likely to involve the processing of personal data
Any planned or likely processing of special categories of personal data or personal data relating to criminal convictions and offences 
Data protection reviews should be begun at the earliest possible opportunity and in any case should be complete, unless this would be impossible, at the latest:
· prior to a policy being submitted for approval, 
· prior to the start of a collaboration,
· prior to a procedure or similar being put into place,
· prior to a software, hardware, system, or similar being procured, purchased or implemented, or 
· upon revision to an existing policy, collaboration, system, or procedure.
The employee leading or otherwise in control of the relevant policy, collaboration, system, procedure, or similar for the Library is responsible for completing the data protection review with input and assistance as required from the Data Protection Officer.
Data protection reviews must consider and assess relevant data protection matters following the structure set out in Appendix II: Data protection reviews.
A record of the data protection review must be submitted to the Data Protection Officer and to any group or management structure tasked with overseeing or approving the relevant activity, for example the Library Leadership Team.
[bookmark: _Toc142924932]Transparency and information supplied to data subjects
[bookmark: _Toc142924933]Privacy notices
The Library will provide or make available privacy notices that contain relevant information for data subjects in relation to all personal data processing activities.
[bookmark: _Toc142924934]Content
Privacy notices will provide the information set out in Article 13 (where the personal data has been obtained directly from the data subject) or in Article 14 (where the personal data has not been obtained directly from the data subject) of the UK GDPR, as relevant to the processing activity.
[bookmark: _Toc142924935]Publication
All privacy notices currently in use by the Library should be accessible at www.nls.uk/privacy. Privacy notices may be made available to data subjects through links or by other suitable means, including in print.
[bookmark: _Toc142924936]New and existing privacy notices
All distinct processing activities must have an appropriate privacy notice, which must be prepared and made accessible to data subjects before personal data is obtained or at the first available opportunity after personal data has been obtained (and in any case within one month). Personal data processing activities may make use of an existing privacy notice published by the Library, if suitable, or may rely on a new privacy notice where required. 
New privacy notices should be prepared using the template set out in Appendix III: Privacy notice template and should be approved by the Data Protection Officer before use.
[bookmark: _Toc142924937]Responsibilities 
All employees are responsible for ensuring that activities, projects, systems, collaborations, or similar for which they are responsible have made suitable privacy notice information available.
The Data Protection Officer is responsible for maintaining existing privacy notices, publishing privacy notices to www.nls.uk/privacy, and providing advice and assistance to employees seeking to prepare or provide privacy information.
[bookmark: _Toc142924938]Exceptions
In accordance with the Data Protection Legislation there are limited situations in which privacy notices do not need to be made available to data subjects. In particular, privacy notices do not need to be made available to data subjects insofar as a data subject already has the information in respect of that particular processing activity. 
Privacy notices do not need to be activity communicated to data subjects where the following points apply. However, in such cases privacy notices must still be prepared, maintained, and made available by means of the Library’s website or other widely accessible means:
1. actively providing the privacy notice to data subjects would be impossible or would involve a disproportionate effort, in particular where the personal data are processed for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes; or
1. actively providing the privacy notice to data subjects would be likely to render impossible or seriously impair the achievement of the objectives of that processing;
AND
1. the data has not been obtained directly from the data subject; and
1. where the personal data are processed for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes the processing is subject to the safeguards set out in the Data Protection Legislation and summarised at section 21.1.
[bookmark: _Toc142924939]Data subject rights
All data subjects benefit from certain rights under the Data Protection Legislation. The data subject rights are listed in Appendix IV: Data subject rights. 
[bookmark: _Toc142924940]Receiving and reporting requests
The Library will provide the means for data subjects to submit requests to enact one or more of the data subject rights. These means may include a dedicated email address, a named Data Protection Officer with a postal address, a paper form, and/or an online form.
Any employee may receive a request directly from a data subject by any means.
All requests should be passed immediately to the Data Protection Officer, preferably in writing to privacy@nls.uk. 
Employees should not seek to satisfy a request without consulting the Data Protection Officer.  
Requests are confidential and should be treated as such. Details of requests made, in particular the identity or other personal data of the data subject making the request, must not be discussed or shared with others except for the direct purposes of reporting and handling the request as required under this policy.
[bookmark: _Toc142924941]Making requests
Employees and agents of the Library may, as data subjects, make requests of the Library in respect of their own personal data. Employees may use the same requests mechanisms that are available for all data subjects as set out in section 10.1.
[bookmark: _Toc142924942]Responding to requests
The Data Protection Officer will coordinate the Library’s handling of and response to all requests related to data subject rights, except as set out in this section.
If the Data Protection Officer makes a request to the Library in relation to their own personal data, the Chief Operating Officer, the Head of Human Resources, or, in the absence of both, a nominated deputy, will coordinate the Library’s handling of and response to such a request.
[bookmark: _Toc142924943]Record keeping
The Library will maintain a record of requests received and handled in respect of data subject rights. As a minimum the Library will record:
1. personal details of data subjects sufficient to the extent that relevant data subject rights may be exercised
1. the dates on which requests have been received and responded to or otherwise addressed
1. any further details required for the effective implementation of relevant data subject rights
The Data Protection Officer will maintain and keep up to date the Library’s records related to data subject rights.
[bookmark: _Toc142924944]Special categories of personal data
[bookmark: _Toc142924945]Conditions
The Library may not process special categories of personal data unless a valid exception under Article 9(2) of the UK GDPR applies and, when relevant, the processing is in accordance with a relevant condition under Schedule 1 of the Act, in compliance with s.10 of the Act.
S.10 of the Act is relevant when special categories of personal data are processed in accordance with the following exceptions under Article 9(2) of the UK GDPR:
1. Article 9(2)(b) (employment, social security and social protection);
1. Article 9(2)(g) (substantial public interest);
1. Article 9(2)(h) (health and social care);
1. Article 9(2)(i) (public health); or
1. Article 9(2)(j) (archiving, research and statistics).
The Library may not process personal data relating to criminal convictions and offences unless the processing is in accordance with a relevant condition under Schedule 1 of the Act, in compliance with s.10(5) of the Act.
[bookmark: _Toc142924946]Processing documents
Processing of special categories of personal data or personal data relating to criminal convictions and offences that is carried out in reliance on a condition under Schedule 1 of the Act that requires an ‘appropriate policy document’ must have a Special Categories Data Processing Document in place as outlined in Appendix V: Special Categories Data Processing Document. 
The employee leading or otherwise in control of the relevant processing activity is responsible for completing the Special Categories Data Processing Document with input and assistance as required from the Data Protection Officer.
[bookmark: _Toc142924947]Recording activities in the Register
The Library will maintain and keep up to date a record of its processing of special categories of personal data and personal data relating to criminal convictions and offences, including information required under Schedule 1 paragraph 41 of the Act, by means of the Personal Data Register (the Register).
[bookmark: _Toc142924948]Use of data processors
[bookmark: _Toc142924949]Conditions
The Library may not permit or enable a third party to process personal data on its behalf (ie act as a data processor for the Library) except as set out in this policy.
The conditions for the use of a data processor are:
1. completion of a data protection review in accordance with section 8.2 and Appendix II: Data protection reviews; and
1. implementation or agreement of a written contract or other legal instrument that is binding on the processor with regard to the Library and the relevant processing activity and that sets out the relevant subject-matter as specified in the Data Protection Legislation (in particular Article 28 of the UK GDPR) as outlined in Appendix VI: Data processor requirements.
All employees are responsible for ensuring data processor conditions are met in respect of activities, projects, systems, collaborations, or similar for which they are responsible.
The Data Protection Officer is responsible for providing advice and assistance to all employees in respect of data processor arrangements. 
[bookmark: _Toc142924950]Recording activities in the Register
The Library will maintain and keep up to date a record of its use of data processors by means of the Personal Data Register (the Register).
[bookmark: _Toc142924951]The Library as a data processor
[bookmark: _Toc142924952]Conditions
The Library may function as a data processor for a third party data controller in accordance with the requirements of this policy and the Data Protection Legislation.
The conditions for the Library to function as a data processor are:
1. completion of a data protection review in accordance with section 8.2 and Appendix II: Data protection reviews; and
1. implementation or agreement of a written contract or other legal instrument that is binding on the Library with regard to the data controller and the relevant processing activity and that sets out the relevant subject-matter as specified in the Data Protection Legislation (in particular Article 28 of the UK GDPR) as outlined in Appendix VI: Data processor requirements
All employees are responsible for ensuring data processor conditions are met in respect of activities, projects, systems, collaborations, or similar for which they are responsible.
The Data Protection Officer is responsible for providing advice and assistance to all employees in respect of data processor arrangements.
[bookmark: _Toc142924953]Recording activities in the Register
The Library will maintain and keep up to date a record of its functions as a data processor by means of the Personal Data Register (the Register). 
The Register will be used to record and keep up to date the information required by Article 30(2) of the UK GDPR.
[bookmark: _Toc142924954]The Library as a joint controller
[bookmark: _Toc142924955]Conditions
The Library may function as a joint data controller in relation to processing activities in which the Library together with one or more other data controllers jointly determines the purpose and means of processing.
The conditions for the Library functioning as a joint data controller are:
1. completion of a data protection review in accordance with section 8.2 and Appendix II: Data protection reviews; and
1. establishment, in a transparent manner, with the other data controller(s) each controller’s respective responsibilities for compliance with the Data Protection Legislation, in particular the requirements to provide privacy information (as set out in section 9)
All employees are responsible for ensuring joint controller conditions are met in respect of activities, projects, systems, collaborations, or similar for which they are responsible.
The Data Protection Officer is responsible for providing advice and assistance to all employees in respect of joint data controller arrangements.
[bookmark: _Toc142924956]Recording activities in the Register
The Library will maintain and keep up to date a record of its functions as a joint data controller by means of the Personal Data Register (the Register).
[bookmark: _Toc142924957]Security
[bookmark: _Toc142924958]Security of personal data
Personal data processed by the Library must be managed in accordance with the Information Security Policy, the Records Management Policy, and the Library’s other information, data, and property security policies and procedures.
[bookmark: _Toc142924959]Disposal of records containing personal data
Personal data disposed of by the Library, whether destroyed or retained for permanent archiving, must be disposed of in accordance with the Records Management Policy, the Business Classification and Retention Scheme, and the Records Disposal Procedures. Personal data disposed of by means of destruction must be destroyed in a safe and secure manner in accordance with the Records Disposal Procedures.
[bookmark: _Toc142924960]Disposal and repurposing of IT Assets
IT Assets must be disposed of or repurposed in accordance with the Information Security Policy.
Personal data must be removed from IT Assets by the Library before disposal or repurposing, or an appropriately certified third party subject to relevant contractual obligations must remove and destroy all personal data from IT Assets on the Library’s behalf before disposal or repurposing.
[bookmark: _Toc142924961]Data Breaches
[bookmark: _Toc142924962]Reporting
All employees and agents of the Library must report immediately any possible or suspected data breach to the Data Protection Officer, to their line manager, or to any manager.
Any employee or agent of the Library in receipt of a report of a potential data breach must report it immediately to the Data Protection Officer, preferably verbally and in writing to privacy@nls.uk.
The Library will provide the means for third parties to submit reports of suspected data breaches. These means may include a dedicated email address, a named Data Protection Officer with a postal address, a paper form, and/or an online form.
The Library must report all data breaches to the ICO unless a breach is unlikely to result in a risk to the rights and freedoms of individuals. Such reporting should be undertaken in accordance with the Data Protection Legislation, in particular Article 33 of the UK GDPR.
If a data breach is likely to result in a high risk to the rights and freedoms of individuals the Library may need to report the breach to the relevant data subject(s). Such reporting should be undertaken in accordance with the Data Protection Legislation, in particular Article 34 of the UK GDPR.
The Data Protection Officer is responsible for determining whether a data breach report should be made to the ICO and/or to data subjects and is responsible for coordinating such reporting for the Library.
[bookmark: _Toc142924963]Recording activities in the Register
The Library will maintain and keep up to date a record of data breaches by means of the Personal Data Register (the Register).
The Register will be used to record and keep up to date the information required by Article 33(5) of the UK GDPR.
[bookmark: _Toc142924964]Data protection impact assessments and prior consultation
[bookmark: _Toc142924965]Conditions
The Library will conduct a data protection impact assessment prior to the processing of personal data in the unlikely case that such is required by the Data Protection Legislation and the ICO, in particular with reference to Article 35 of the UK GDPR and any list(s) published by the ICO under Article 35(4) of the UK GDPR.
In general, data protection impact assessments are only required where processing is likely to result in a high risk to the rights and freedoms of individuals.
All employees are responsible for establishing whether a data protection impact assessment is required prior to processing and, if required, that the conditions set out in this section are met in respect of activities, projects, systems, collaborations, or similar for which they are responsible.
The Data Protection Officer is responsible for providing advice and assistance to all employees in respect of data protection impact assessments.
[bookmark: _Toc142924966]Prior consultation with the ICO
If a data protection impact assessment concluded under section 17.1 indicates that processing will result in a high risk in the absence of measures taken by the Library to mitigate the risk the Library must consult the ICO prior to commencing the processing, in accordance with the requirements of Article 36 of the UK GDPR.
[bookmark: _Toc142924967]Conduct of impact assessments and prior consultation
If a planned processing activity requires the conduct of a data protection impact assessment, such processing may not commence until the impact assessment has been concluded in accordance with the requirements of this policy, the Data Protection Legislation, and the ICO.
[bookmark: _Toc142924968]Transfer of personal data outside the United Kingdom
[bookmark: _Toc142924969]Transfer to adequate countries and international organisations
Subject to the requirements of this policy, personal data may be transferred by the Library to a country or international organisation that is outside the United Kingdom and that has been determined to provide an adequate level of protection by the Secretary of State in accordance with section 17A of the Act.  
The website of the ICO should be consulted for an up to date list of the countries and international organisations that have been determined to provide an adequate level of protection.
[bookmark: _Toc142924970]Transfer to third countries or international organisations
Personal data may not be transferred to a ‘third’ country or international organisation – that is, a country or international organisation that does not fall under section 18.1 – unless the conditions of this section are satisfied.
[bookmark: _Toc142924971]Conditions for transfer
Transfer to a third country or international organisation may only take place if appropriate safeguards are in place in accordance with Articles 46-49 of the UK GDPR. In particular, such safeguards may be set out in a binding contract or through model contract clauses as adopted by a supervisory authority.
The Library may make use of the most appropriate mechanism for enabling safe transfer of personal data, provided that such meet the requirements of the Data Protection Legislation.  
All employees are responsible for ensuring appropriate safeguards for data transfers to third countries and organisations are place in respect of activities, projects, systems, collaborations, or similar for which they are responsible.
The Data Protection Officer is responsible for providing advice and assistance to all employees in respect of safeguard arrangements for data transfers to third countries and organisations.
[bookmark: _Toc142924972]Recording transfers in the Register
The Library will maintain and keep up to date a record of data transfers to third countries and organisations by means of the Personal Data Register (the Register).
[bookmark: _Toc142924973]Direct marketing
[bookmark: _Toc142924974]Conditions
The Library may not undertake activities that constitute Direct Marketing unless the relevant requirements are met, in particular in relation to the Privacy and Electronic Communication Regulations (PECR) and the advice and codes or practices published by the ICO or other advisory authorities.
All employees are responsible for ensuring that activities, projects, systems, collaborations, or similar for which they are responsible and that may involve direct marketing are only conducted in accordance with the relevant requirements.
The Director of Engagement is responsible for providing advice and assistance to all employees in respect of direct marketing and for ensuring the Library’s compliance with the rules and regulations for direct marketing.
[bookmark: _Toc142924975]Recording activities in the Register
The Library will maintain and keep up to date a record of its direct marketing activities by means of the Personal Data Register (the Register). 
[bookmark: _Toc142924976]Closed Circuit Television (CCTV)
[bookmark: _Toc142924977]Conditions
The Library must only implement a CCTV system or make use of CCTV in compliance with relevant legislation, including the Data Protection Legislation, and relevant advice and codes of practices published by the ICO or other advisory authorities. In particular, the Library’s use of CCTV should be in accordance with the ICO’s CCTV code of practice and the Scottish Government’s national strategy for public space CCTV in Scotland.
The Library’s use of CCTV must be limited to the purposes set out in its registration with the ICO and purposes that are otherwise legitimate or permissible in accordance with legislation or legal requirements.
The Security Manager is responsible for providing advice and assistance to all employees in respect of CCTV and for ensuring the Library’s compliance with the rules and regulations for the use of CCTV.
[bookmark: _Toc142924978]CCTV use and users
Only employees of the Library with a specific operational requirement may access data captured or recorded by the Library’s CCTV system(s). Staff with an operational requirement to access CCTV data, for example for the purposes of ensuring safety and security, may only do so in the course of such specific functions, should have such specific functions clearly set out in a job description, and must receive suitable training in the use of CCTV and the Library’s systems, policies, and procedures. 
On occasion, employees may process CCTV data beyond the scope of specific activities set out in a job description, for example in the course of an investigation. In such cases employees must be limited specifically to data relevant to the processing activity and must undertake access to and any further use of the CCTV data in conjunction with, and with the advice and assistance of, the Security Manager and/or the Data Protection Officer.
CCTV data may be accessible by means of screens at the time of capture (ie live) or at a later time (ie as recorded data). In all cases the display of CCTV data constitutes data processing. Screens must at all times be arranged and positioned in such a manner that other persons may not view or otherwise gain access to the data.
[bookmark: _Toc142924979]Recording activities in the Register
The Library will maintain and keep up to date a record of its use of CCTV by means of the Personal Data Register (the Register).
[bookmark: _Toc142924980]Freedom of expression, archiving, and research
[bookmark: _Toc142924981]Processes and procedures
The Library will prepare and maintain appropriate processes, procedures, and guidance in relation to processing of personal data for archiving, research, statistical, and freedom of expression purposes, noting that such have a particular pertinence to the Library’s core aims and objectives.
Such will be prepared and kept up to date by the Data Protection Officer with support from the Director of Collections, Access, and Research, and other roles as appropriate.
[bookmark: _Toc142924982]Roles and responsibilities
[bookmark: _Toc142924983]Employees, volunteers, board members, the Chair of the Board, contractors, processors, and suppliers
· Data subject rights
· Forward requests to the Data Protection Officer	(10.1)
· Data breaches
· Report these to the Data Protection Officer (16.1)
[bookmark: _Toc142924984]Employees
· Privacy information
· Prepare and make information available	(9.1)
· Data protection reviews
· Conduct reviews when required (8.2), including in relation to: 
· The use of data processors (12.1)
· The Library as a data processor (13.1)
· The Library as a joint controller (14.1)
· Personal Data Register
· Prepare and keep Register records up to date (7.2), including in relation to:
· Special categories of personal data (11.3)
· The use of data processors (12.2)
· The Library as a data processor (13.2)
· The Library as a joint controller (14.2)
· Transfer to third countries or international organisations (18.2)
· Direct marketing (19.2)
· Special Categories Data Processing Document	
· Prepare document in advance when required (11.2)
· Data protection impact assessments 
· Conduct assessments in advance when required (17.1)
· Transfer to third countries or international organisations 	
· Meet transfer conditions in advance when required (18.2)
· Direct marketing 	
· Meet conditions in advance when required (19.1)
· Training and support 	
· Consult guidance, policies, and procedures and seek advice and support (23)
[bookmark: _Toc142924985]Managers
· Data breaches	
· Forward reports of breaches to the Data Protection Officer (16.1)
· Training and support	
· Make training and support available and known to direct reports and new starts (23)
[bookmark: _Toc142924986]Senior Responsible Officers
· Personal Data Register	 
· Monitor and ensure information is kept up to date (7.2)
[bookmark: _Toc142924987]Library Leadership Team
· Personal Data Register	
· Review and monitor the Register (7.2)
· Training and support
· Help to determine frequency and scope of training and guidance (23)
[bookmark: _Toc142924988]Data Protection Officer
· Provide advice and assistance, including in relation to:
· Privacy notices (9.1)
· Data protection reviews (8.2)
· Special Categories Data Processing Document (11.2)
· The use of data processors (12.1)
· The Library as a data processor (13.1)
· The Library as a joint controller (14.1)
· The Personal Data Register (7.2)
· Data protection impact assessments (17.1)
· Transfer to third countries or international organisations (18.2)
· Privacy notices
· Maintain existing notices and support preparation and publication of new notices (9.1)
· Data subject rights	
· Coordinate handling and response to subject rights requests (10.3)
· Maintain records of requests (10.4)
· Data protection reviews
· Review submissions and maintain records (8.2)
· Personal Data Register
· Monitor and ensure information is kept up to date and report to LLT (7.2)
· Data breaches
· Determine and coordinate breach reporting to the ICO and data subjects (16.1)
· Maintain records in the Register (16.2)
· Prior consultation
· Coordinate consultation when required (17.2)
· Freedom of expression, archiving, and research
· Prepare and maintain procedures and guidance, with relevant support and input (21.1)
· Training and support
· Develop, provide, and help to determine frequency and scope of training and guidance (23)
[bookmark: _Toc142924989]Security Manager
· CCTV
· Ensure compliance (20.1)
· Maintain records in the Register (20.3)
[bookmark: _Toc142924990]Director of Engagement
· Direct marketing	 
· Provide advice and assistance and ensure compliance (19.1)
[bookmark: _Toc142924991]In the absence of the Data Protection Officer
If the Data Protection Officer is absent from the Library, relevant obligations of that role shall in the interim be fulfilled as follows:
1. by a suitable deputy as nominated by the Data Protection Officer; or if not specified,
1. by the Information Officer together with the Data Protection Officer’s line manager; or if not available,
1. by the Information Officer together with the Head of Human Resources; or if not available, 
1. by a suitable role as nominated by the National Librarian and Chief Executive.
For the purposes of this section, the Data Protection Officer is considered absent from the Library when away from the organisation on a form of leave or when the role remains unfilled. The Data Protection Officer is not considered absent from the organisation when physically away from the organisation while working, for example when traveling for business, unless such is for an extended period, in which case the Data Protection Officer may seek to nominate a deputy in advance.
[bookmark: _Toc142924992]Training and support
The Library will provide suitable training and support in matters of data protection for all employees and in particular for roles with further specified responsibilities under sections 22.3 to 22.8, as well as for volunteers and other agents as required.
Training and support, including as relevant in the form of written guidance, internal or external training, e-learning, reading, and reference to third party resources, will be provided initially within three months of the commencement of this policy under section 1 and thereafter at the time of induction for all new employees and at regular intervals for all other staff as deemed appropriate or necessary by the Data Protection Officer, the Human Resources Department, and/or the Library Leadership Team, taking into account in particular any significant changes to the Library’s constitution, functions, or resources and any significant external changes, such as in legislation or case law.
All employees and agents of the Library are responsible for familiarising themselves with policies, procedures, and guidance that have been made available and that relate to the protection of personal data, in particular in areas relevant to a post-holder’s role. All employees and agents of the Library are responsible for consulting available guidance or seeking advice and assistance from their manager or the Data Protection Officer, at the earliest opportunity.
[bookmark: _Toc142924993]Regulatory environment
The following legislation is of particular relevance to the subject matter of this policy:
· Retained EU law version of the General Data Protection Regulation (Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016), https://www.legislation.gov.uk/eur/2016/679/contents 
· Data Protection Act 2018, http://www.legislation.gov.uk/ukpga/2018/12/contents  
· Privacy and Electronic Communications (EC Directive) Regulations 2003 (2003 No. 2426), http://www.legislation.gov.uk/uksi/2003/2426/contents/made 
The following authorities are of particular relevance to the subject matter of this policy:
· Information Commissioner’s Office, https://ico.org.uk/  
[bookmark: _Toc27507821][bookmark: _Toc1276644409][bookmark: _Toc110486769][bookmark: _Toc142924994]Related policies and procedures
· Information Security Policy
· Business Classification and Retention Scheme
· Records Management Policy
· Records Disposal Procedures
· CCTV Procedures 
[bookmark: _Toc142924995]Enforcement
Transgressions of this policy will be addressed by means of the Discipline Policy.
Failure to comply with Data Protection Legislation can be serious and may result in advisory or legal action against individuals, the Library, or other organisations. In rare cases actions undertaken in contravention of the Data Protection Legislation may constitute a criminal offence.
[bookmark: _Toc142924996]Review
This policy will be subject to initial review by 25 August 2018 and thereafter will be reviewed annually by the Data Protection Officer role-holder. Changes to this policy must be approved by the Library Leadership Team.


[bookmark: _Toc2051864346][bookmark: _Toc1722501665][bookmark: _Toc110486770][bookmark: _Toc142924997]Appendix 1: Data protection principles
The data protection principles are set out in Article 5 of the UK General Data Protection Regulation (UK GDPR):
“1.   Personal data shall be:
a) processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);
b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose limitation’);
c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);
d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);
e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject (‘storage limitation’);
f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).
2.   The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).”

(Emphasis added)


[bookmark: _Toc142924998]Appendix 2: Data protection reviews
The data protection review form can be found here on Biscuit
The form includes instructions and links to advice. The form is a sequence of questions about your activity and aspects of this policy. The form will guide you through which questions you need to answer based on what you are reviewing.
When you have completed the form submit it to the Data Protection Officer.
The Data Protection Officer will assess your submitted review and communicate with you about any implications, actions, or changes that may be required so that you can process personal data safely.
Speak with the Data Protection Officer if you have any concerns about your review.


[bookmark: _Toc142924999]Appendix 3: Privacy notice template
All personal data processing activities need to be covered by a privacy notice, which sets out essential information for data subjects about our use of personal data and their rights in relation to the particular activity.
A new processing activity may already be covered by one of the Library’s existing privacy notices. To check, look through privacy notices published on our website at www.nls.uk/privacy or consult with the Data Protection Officer.
If an existing notice doesn’t cover a new processing activity, then a new notice needs to be produced. All notices must be available via www.nls.uk/privacy and individuals may be provided with a link to that page and/or the specific privacy notice relevant to the processing activity, although the information may also be communicated to individuals in other ways, for example in print.
Use the following template to prepare a new privacy notice if one is required. Fill in as much as you can and submit the completed template to the Data Protection Officer.


	Purpose
	

	Explanation of the purpose
	

	Legal basis
	

	Types of personal information
	

	Sources of personal information
	

	Recipients of the data
	

	Retention period 
	

	Your rights in relation to this data
	

	Will the data be transferred to third parties?
	

	Will the data be transferred outside the United Kingdom?
	

	Is it obligatory to supply this data and what are the consequences of not supplying the data?
	

	Will the data be used in automated decision-making?
	





[bookmark: _Toc142925000]Appendix 4: Data subject rights
The data subject rights under the UK General Data Protection Regulation (UK GDPR) are summarised below. Many of these rights only apply in certain situations, for example depending on the legal basis for processing.
Consult the Data Protection Officer for assistance in understanding or applying the data subject rights.
A summary of what each right provides is available from www.nls.uk/privacy. Further detail can be found in the UK GDPR, in guidance from the Information Commissioner’s Office (www.ico.org.uk), or from the Data Protection Officer.
	Right
	Citation

	Notification
	UK GDPR Art. 13-14

	Access
	UK GDPR Art. 15

	Rectification
	UK GDPR Art. 16

	Erasure (‘right to be forgotten’)
	UK GDPR Art. 17

	Restriction of processing
	UK GDPR Art. 18

	Portability
	UK GDPR Art. 20

	To object to processing
	UK GDPR Art. 21

	Withdraw consent
	UK GDPR Art. 7



Not all rights apply to all processing activities. For example:
· subject to certain criteria, none of the data subject rights listed above may apply in respect of the processing of personal data for journalistic, academic, artistic, and literary purposes (Act Schedule 2 para. 26)
· subject to certain criteria, the rights of access, rectification, erasure, restriction of processing, and to object do not apply when personal data are processed for archiving purposes in the public interest (and the rights of portability and to withdraw consent are unlikely to apply)


[bookmark: _Toc142925001]Appendix 5: Special Categories Data Processing Document
A Special Categories Data Processing Document is required when special categories of personal data or personal data relating to criminal convictions and offences are processed in accordance with the following conditions:
1. the processing is necessary for the purposes of performing or exercising obligations or rights which are imposed or conferred by law on the controller or the data subject in connection with employment, social security or social protection;
1. the processing is in reliance on the exception in Article 9(2)(g) of the UK General Data Protection Regulation (substantial public interest) and a condition under Schedule 1 Part 2 of the Act; or
1. the processing is of personal data about a conviction or caution for an offence listed in Schedule 1 Part 3 paragraph 35(2) of the Act and the processing is necessary for the purpose of administering an account relating to the payment card used in the commission of the offence or cancelling that payment card.
(List subject to change in accordance with changes to the legislation. Seek guidance from the Data Protection Officer for confirmation.)
To complete a Document, use the Special Categories Data Processing Document template
When you have completed the template submit it to the Data Protection Officer.
The Data Protection Officer will assess the Document and communicate with you about any implications, actions, or changes that may be required so that you can process personal data safely.
Speak with the Data Protection Officer if you have any concerns. 

[bookmark: _Toc142925002]Appendix 6: Data processor requirements
Use of data processors by the Library
Processing of personal data by a data processor must be governed by a contract or other legal act that is binding on the processor with regard to the Library and that sets out: 
· the subject-matter and duration of the processing, 
· the nature and purpose of the processing, 
· the type(s) of personal data and categories of data subjects covered by the processing, and 
· the obligations and rights of the Library as the data controller.
The contract or other legal act must state, in particular, that the processor: 
1. processes the personal data only on documented instructions from the Library, including with regard to transfers of personal data to a third country or an international organisation, unless required to do so by law; in such a case, the processor shall inform the Library of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest;
1. ensures that persons authorised to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality;
1. takes all measures required pursuant to Article 32 of the UK GDPR (Security of processing);
1. respects the conditions referred to below for engaging another processor (is a ‘sub-processor’);
28. the processor shall not engage another processor without prior specific or general written authorisation of the Library. In the case of general written authorisation, the processor shall inform the Library of any intended changes concerning the addition or replacement of other processors, thereby giving the Library the opportunity to object to such changes;
28. where a processor engages another processor for carrying out specific processing activities on behalf of the Library, the same obligations as set out in the contract or other legal act between the Library and the processor as referred to in Article 28(3) of the UK GDPR (and as outlined in this Appendix) shall be imposed on that other processor by way of a contract or other legal act, in particular providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the processing will meet the requirements of the UK GDPR;
1. taking into account the nature of the processing, assists the Library by appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Library’s obligation to respond to requests for exercising data subject rights;
1. assists the Library in ensuring compliance with the obligations pursuant to Articles 32 to 36 of the UK GDPR (Security of personal data) taking into account the nature of processing and the information available to the processor;
1. at the choice of the Library, deletes or returns all the personal data to the Library after the end of the provision of services relating to processing, and deletes existing copies unless law requires storage of the personal data;
1. makes available to the Library all information necessary to demonstrate compliance with the obligations laid down in Article 28 of the UK GDPR and allow for and contribute to audits, including inspections, conducted by the Library or another auditor mandated by the controller.
The contract with the processor must be in writing (whether in electronic form or otherwise).
The above requirements are summarised from Article 28 of the UK GDPR. Any employee seeking to establish use of a new data processor should consult the Data Protection Legislation, guidance from the Information Commissioner’s Office, and/or the Data Protection Officer for support in ensuring that all data processor requirements are met.
The Library as a data processor
Processing of personal data by the Library as a data processor must be governed by a contract or other legal act that is binding on the Library with regard to the data controller and that sets out the information required by the UK GDPR (in particular Article 28), as summarised above. 
Any employee seeking to establish a processing activity with the Library functioning as a data processor should consult the Data Protection Legislation, guidance from the Information Commissioner’s Office, or the Data Protection Officer for support in ensuring that all data processor requirements are met.
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